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to identify areas that might need more focus or attention. 

Audit and Review Phase – Interview the key parties responsible for the implementation of the security 
program. These interviews typically involve IT and systems administrators as well as information 
security and compliance officers, and are conducted to assess the extent to which existing policies and 
controls have been implemented within the following areas of the Cyber Security Framework: 

 

1. Identify – Assess Customer’s understanding and ability to manage cyber security risk to systems, 
assets, data, and capabilities 

2. Detect – Assess how the Customer has implemented appropriate safeguards to ensure the 
delivery of critical infrastructure services 

3. Protect – Assess how the Customer has implemented appropriate activities to identify 
the occurrence of an information security event 

4. Respond – Assess how the Customer has implemented appropriate activities to take 
action regarding a detected information security event 

5. Recover – Assess how the Customer has implemented appropriate activities to maintain plans 
for resilience and to restore any capabilities or services that were impaired due to an 
information security event 

Analysis and Documentation Phase – Compile and organize data gathered from the audit and review 
phases to ensure all defined areas were reviewed and documented. Conduct data analysis and prioritize 
findings to determine the criticality and potential impact each can have on the Customer. Compare the 
Customer’s current overall security maturity to generally accepted industry standards and any 
compliance requirements. Develop an initial report detailing the audit findings and results. 

 

Knowledge Transfer Phase – Present and review the draft report findings with key Customer personnel. 
Depending on the scope and extent of the Service, Customer management responses to the findings can 
be included and documented in the report. Any issues, questions and/or concerns will be jointly 
discussed and resolved after which SilverSky will deliver final versions of its reports to Customer. 

 

2.2 Deliverables 

SilverSky will provide an Executive Report and a Detailed Findings Report following its review. 
 

The Executive Report is a high level summary of the review intended for upper management and the 
Board of Directors and includes: 

 

•  One-page executive summary 
•  Concise list of key findings 
•  Summary of findings for each area reviewed during the evaluation 
•  High-level recommendations for addressing deficiencies 

 
 

The Detailed Findings Report describes the review results in detail. It is intended for mid-level 
management, administrators, and other operations personnel and includes: 

 

•  Itemized listing and description of the areas reviewed 
•  Identified deficiencies 
•  Overall risks associated with deficiencies 






