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SilverSky will utilize the information gathered to better focus and streamline the client interviews.  SilverSky will schedule a combination of group 
and individual interviews with personnel from various functional areas.  The interview process will focus on the areas outlined in the NIST CSF 
standard.  

NIST CSF Gap Analysis - Evaluate the in-scope processes, systems and applications against the requirements of the NIST CSF standards. SilverSky 
will examine the security and control structure or related information systems and business processes that are involved in the Customer’s 
collection, use and disclosure of sensitive information to determine adequacy of controls. During this phase SilverSky will: 

 
• Assess how controls have been deployed to support key business processes, technology infrastructure, and relevant systems. 
• Interview key system and business stakeholders to identify current policies and practices related to information security 
• Identify and assess information security risks within key functional areas associated with the information security program  
• Evaluate your current risk management techniques for addressing security and privacy risks 
• Identify deficiencies and gaps in security and privacy practices through targeted tests and control analysis  
• Develop detailed recommendations to assist the Customer’s remediation of deficiencies  

 
SilverSky will review the following key security management areas for compliance with NIST CSF 27001 security requirements: 

1. 
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2.3 Out of Scope 

Any activity not explicitly included in this SOW is considered out of scope. In the event that Customer requests additional services, such services will 
be the subject of a change request. 

3 Customer Obligations and Assumptions 
Services, fees and work schedule are based upon the assumptions, representations and information supplied by Customer. Customer’s fulfilment of 
these responsibilities is critical to the success of the engagement. 

3.1 Customer Obligations 

• 
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