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SERVICE ORDER ATTACHMENT 
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1.2 Service Summary 

SilverSky’s continuous internal validation service allows organizations to harness efficiencies and knowledge of your 
environment to empower our seasoned penetration testers to perform traditional ethical hacker penetration testing at scale 
with no need for agent installation.  Armed with only network access SilverSky is able to perform every action a hacker would 
on a continuous service basis including — scanning, reconnaissance, sniffing, spoofing, cracking, (harmless) malware injection, 
file-less exploitation, post-exploitation, lateral movement and privilege exploitation all the way to data exfiltration. Our 
objective is to seek out and identify vulnerabilities correlated with exploits that are lacking a compensating control. Once 
identified, we then attempt to exploit these weaknesses, at sc
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Service Review Meetings – SilverSky’s Cyber Security Advisors oversee the service delivery and meet with the customer on a 
continuous basis to provide strategic recommendations as a dedicate penetration testing team resource to include: 
 

 Validating exercises using the same tactics and techniques utilized by adversaries 
 Make recommendation to improve security post
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 Resources - Furnish SilverSky with Customer personnel, facilities, resources and information and perform tasks 
promptly. 

 Cooperation - Ensure all of Customer’s employees and contractors cooperate fully with SilverSky and in a timely 
manner.  SilverSky will advise Customer if increased Customer participation is required in order for SilverSky to 
perform the Service under this SOW. 

 Documentation – Deliver in a timely fashion all documentation requested by SilverSky including Customer’s security 
policies, network diagrams, server listings, and procedures. 

3.2 SILVERSKY Assumptions 

•  Customer will provide SilverSky with reasonably requested information upon which SilverSky can rely to be current, 
accurate, and complete. 

•  Customer will provide access to Customer personnel who have detailed knowledge of Customer security architecture, 
network architecture, computing environment, and related matters. 

•  Customer will provide access to Customer personnel who have an understanding of Customer’s security policies, 
regulations and requirements. 

•  Customer will evaluate SilverSky deliverables and immediately notify SilverSky of any perceived problems or issues 
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4.3. Acceptance 

Delivery of all stated project deliverables will constitute acceptance of services provided under this SOW. 

 
 


